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UCSC - Annual PCI-DSS Certification of Relevant UC and UCSC Policies & Procedures
Annual PCI-DSS Certification - relevant UC and UCSC policies and procedures
   Section 1:    University Policies
Section 1 - University policies
UC Business & Finance Bulletin IS-3, Electronic Information Security is a comprehensive Electronic Information Security policy designed to reduce risks related to maintaining the integrity of electronic information resources.  BFB IS-3 applies to all UC campuses and facilities, as well as to their vendors, contractors and business partners.  Link listed below
 
UCSC Implementation Plan for Protection of Electronic Personal Identity Information (PII), implemented on June 26, 2003, identified roles and responsibilities with respect to the protection of PII data and reporting of breaches.  It also details UCSC's incident response plan and the support structure for handling security incidents.  For the purpose of PCI, credit card information is treated as PII and falls within the scope of this implementation plan.  Link listed below.
 
The Access to Information Statement, outlines the rules governing access to information at UCSC.  All employees with access to protected information must read and sign this statement.  Link listed below.
Applicable UC policies
BFB IS-3 - Electronic Information Security
BFB IS-3 - Electronic Information - link at right to UCOP policy
Protection of Personal Identifying Information (PII)
Protection of Personal Identifying Information (PII).
Access to Information Statement
Access to information statement
UCSC Acceptable Use Electronic Information Resources
Acceptable Use electronic information
   Section 2:    Unit / Department  Specific Policies and Procedures 
Section 2 - Unit or department specific policies and procedures
Supervisor:   List all applicable local policies and procedures for which this employee is responsible
Supervisor is responsible to list all applicable local policies and procedures for which this employee is responsible in the box below
   Section 3:    Employee Acknowledgement & Supervisor Approval
Section 3 - Employee acknowledgement and supervisor approval
I have read and understand the security policies and procedures referenced above.
Statement being acknowledged by employee and verified by the supervisor: "I have read and understand the security policies and procedures referenced above."
Note:  Supervisor is responsible for retaining file of employees'  annual PCI-DSS certifications. 
Note: Supervisor is responsible for retaining file of employees' annual PCI-DSS certifications
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  In addition to the University and Campus policies and procedures listed above, the following unit / department specific policies and procedures are in place and apply.
All UCSC credit merchants and all individuals with access to credit card information need to be familiar with the following University Policies
General need to know following information
Important:  Form must be filled out in Adobe Reader or Acrobat Professional 8.1 or above. To save completed forms, Acrobat Professional is required.  For technical and accessibility assistance, contact the Campus Controller's Office.
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